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NS ANZRIBACE. . o E B 2 A PR B3 X 44 N4 Ak 275 Bk, B0
23 () 2 DL B3 ) R Al 1 % Sy Al 15t 0k 2 N TR BE B Bk I | X 4%
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1 ISR BRAR , EIPRIE AR AR E PRk 2k B 4322 T 2022 4F 8 1 31
H &G T CEPREEC R F B (LTI RRCGRTFE ), O & 1B e84
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K —ERIRIN R
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@ HRewd NEFAEFRFEEEETHE), (NEEE)2021F 5855, % 6871 7.

@  See White Paper 16: Digital Challenges for International Law, https://www.ilaparis2023.org/
wp-content/uploads/2022/08/Numerique-VHD-EN.pdf, visited on 10 October 2022.

@ ZFMBLAGEEWESEHEHEETQ"(UTHR LGP Q)RFEEREFERT,
2013 4F H HR B 1.0 BR £ % 5 W 45 B 7 A0 Ok [E B o 1R L, 2017 SF R B 2.0 R R MG #7386 7 AU E 8%
BB R AR EFER TR M & s B FR AN, 05 T — AN 35 5o 3 A P it
O AE AT A 25 R R B PR LR R o 20204F 12 AL CAR A LT E AT B B 3.0 4 B HE AR, TR AT
KASFW TR, FRARFEHHLEL R 20MEFAZTHTEN, TR AFEL wETHNE
B(ZEH) SO THBFSMABRM A —E R/, B EAET HARFEFRFMEIFALMESR
WF 20 MHATBITMEHRNGFERE N, LR R AL N E, e, AP % EF T E
FWETEREERXAR —NERERL, AT AEARLABLITHFNHLBANE, FBLEH B
REEB SV HEEEBRRER-TF AR NELFE RN A, & E A 2026 5 F X3 H 3.0 K.
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AT A ANy 25 (8136 B RLEE Al A AR P AR A [ 24T S 1A 18 o7 e
F LTh. BT, BOA R E PRk 55 BT O b sk iR I R L R sh Y
55 FURTE A A ha B b T i BRSSO ORI 08 (s AR B 7% 4 B
TG BT EORERE N TR BRI RS SF) AR AN TR AR SCIUA R B AR
GRAT RS [E BRIk B A S22 B O TR 20 R T 1 T35 80 I A P By 7 P B v
PR | 1 PRI O 28 PSRN | S0t -5 3~ 5 T 4 5 B 25, LSS [l o 5 A
] Pk B e O AILES 5 Bk A

@ %42 E 4 2F 7 K % Dapo Akande # 4% 1 % [ X ¥ K % Duncan B. Hollis # 4% 4 20 T, i 4 %
KFHE FEERREARAR TN ENVAE20204F4 AF L LR, HRLEHELS T L HAED
LHESV,BABEFEI0LELERETRERNSLH(TEREREF%, WAD BEHL MR ¥4
B ERALANREK), 25 B %ZE AR A — 04 & F W7 (Oxford Statement) 1F i R X, 4
AP NR G B LD, F AR kB B Y R A S R AR R
Mg THHE FEAT MEZHFEX GG RAGNEREAN . RELASWELET —4
(& Bl FEXS)FRBESN, BRI 25 EE THX AN FEFA,

@ See White Paper 16: Digital Challenges for International Law, p.101, https://www.ilaparis2023.org/
wp-content/uploads/2022/08/Numerique-VHD-EN.pdf, visited on 10 October 2022.
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W0 2% 77 il AR 55, BRI B A 4 AR iR A s s i ) o 30 =, S AhAs R A
[, FLHR TR AR A0, AR E R T B R RS M EM N RA
ARV FI 2R VRR , W4 22 4 I 25 A0 AR UGS 5 A8 A5 e B BOIR A, “n b BT b i 1
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© BZR[EIA#HE & CE R *
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(@ See White Paper 16: Digital Challenges for International Law, pp.39-47, https://www.ilaparis2023.
org/wp-content/uploads/2022/08/Numerique-VHD-EN.pdf, visited on 10 October 2022.

@ B R A M L0 TR — R AR IE B AR S B L B R AR R Bk R R, T B R AR
HHRMNERSHEG(NELFEALYRAARKELAY, PE REHEFENH AR S EAERNH
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H— AEEZIT AR S 5 & Z R MO T IR M6 TEAR IE 4 T TE M 2% 25
() 5] &L= 6 3 A AR AR Bl TR A5 O T A FE AR HE S AR o ol an, R el 2 4
2R FURALNE R T4 R B AT AR S ik 4 1 B G 32 34 (Internet: Gov-
ernance Forum, IGF) , 5t F.HK 28 LR [ BT R e . JEER T RIS S5 X 5
R 0 H I ) 3 BRI d (U I B G 36 BRI E SV R K ) 36 BRIS I A0 5 47 HLER
WG FRIE IR ) DA R A Z2 ) 25 MO B I (AN 4 BRI 45 25 (Rl A 23 DR 2% 4 25 (Bl
E5ZEERED) . EEZITHEEX LR TR & L Al i R
TEAB UL E ARBRAE | Ay X 45 25 8] ] b KA AR DU (%) o S b e [RIR i 58 A
B B VRR AR 25, 5 06 R AN HAD A 25 45007 r DS mA T30 5 5 HAb AR B AT M K
N AR R R IE LR B BB H b, 5200 X 2% 2 [a] =] B0 000 %) 2% J8 1l

O AREZRAT M IRGE o 2 5 R s A ST ), 5 2% 2 () [ PR Y
BA TR R EWAEE S Flan, Rt S48 2R B RAAE T FEE K
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E5 B2 TAEH (OEWG) o A E AT A wlt anfe] 78 ) 26 25 8] fig B3 1]
Bk 1) [ RN ] B 20 SUPR Ik N7 B O o il an , 2R R SRR E R AT oK
R FE T AT SO R4, P25 23 1] AL B R 5AE L B3 1 A A 1R E PR 4% ) it
PEULEE AT FIBOR B2

8= O BB AR B ST AR ST A F AT B S AE L, RS T
1 J D) 24 255 (1] 6] o v KD FIRE o 810, 2 A A AR e 1) O AR T ) A R < 4=
AR 20 E PR ZE 23 R R G T W28 47 3h A0 [ b A 12 1 37 35 S, %4 gl A
Je it [ 52 2 8] 5 T [ B v el T I 48 2= TR e 3t T B R B i a4k, —
S ] G AR AH G =R 7 75 B b IR SRR R AR L R (4 (B AT
W) A AR 2L E PR 2R T 2 AL 5 SO ) B A R S E R, I R
SIFAH N ZS AE NI TEA [E S 37 2k AR o RIS, 78 hy S B I 4 L ik 3 it 1) 32

O flan, BEA221FRKEG X TEREERTHERBNIG XHF,5KEEXT 34K
AEBEPIACERFM20H) . AN (ERFIHDARERGECEL RN L RA KEERE
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B O IT AR IR 55 R BE RO AAE 2 ]ty PR 19 2% 2 1] 60 S AR AT A
T E IR, VRN, AR 0 4 s (R AR 2 D1 2 A R R ERR RS T AR Sk AR Y
(BT H N LA Z) AT LR, 2R B S HG E A5 B2 2 BUN L 24 Pt T
VRLH A5 22 10 BERE AR 24 0O FE SRR B2, 3R] 52 i (R AR T2 0F 3.0 ROV RY A s A, # I HL
A RE 2 TR RS KA M 52 i) 190 24 25 ) 60 B2 A [ A7 O >0 O A 5 e o vl T [
SRR A RE A A 22 i A 3 [ 54 T D R B Ll R AR S8 AR R AT A
T JE B REAR TCRIHE ) I 2y , A0 SR 2 TR Z 5 i R it [ < 52 e 5 ik A S Ak, I ELRE
& I IE] B HERS , ARA T BE T A D R0 BT > SO o a4 B ) O T AT
FESZ I R 45 23 [ A O B R PR o, Al [ A D A mT L — e e il il i s MY Y
AT o BRI, AR AR SEES 7 AT 5 [l vk 7 19 295 2 [ B9 FH A )t ied A
e AR AT O PR LS A A R LA DA 1 >0 4B ) A B R YRR R A

(EAFTE R B, , AR 57 O M I 246 2 1] 1) [l s 3 325 077 T k4 R AT A ]
I, 25 PR idats sk — ek, R B its 0 1 1 S5 PEfE AL

— e 1 UE A HARIEAGE LAY SR . B, (AR T 2.0 Ol Pr & 52
ZH PR 90 265 2 TR RH O Y SE IR IE ™ AT 2 %L (H R i U AN A R ) e ]
PR LRI BRI 158, M ELAHOC A B R SE et /b o BT i T R 20 P 2 52 B
bR T 5, BRI 48 A (E] YRR T CRE AR T 2.0 RO TE [ 552
SCAEFIAS R BRiSR SF A8 Z 5 RSSO T % G R RN B 5 3 5
SR PRI VL7 5 YR (non-law ) Z [A] 1Y SRR , I HonJ RE3E s ot 07 (K 5
AR AT A AT TEA B A

TR E R EER RN . BN ERRIE R Z oI AR | AR AT iR
25 E bRk I A 21 EFAT N E PR it ik E AR, TN o [ 5 n] DLk e

@  See Jacqueline Eggenschwiler & Joanna Kulesza, Non-State Actors as Shapers of Customary Stan-
dards of Responsible Behavior in Cyberspace, in Dennis Broeders & Bibi van den Berg (eds.), Governing Cy-
berspace: Behavior, Power, and Diplomacy 249 (Rowman & Littlefield 2020).

(2  See International Law and Cyber Ops: Q & A with Mike Schmitt about the Status of Tallinn 3.0,
https://sites.duke.edu/lawfire/2021/10/03/international-law-and-cyber-ops-q-a-with-mike-schmitt-about-the-sta
tus-of-tallinn-3-0/, visited on 1 March 2023.

®  See Jacqueline Eggenschwiler & Joanna Kulesza, Non-State Actors as Shapers of Customary Stan-
dards of Responsible Behavior in Cyberspace, in Dennis Broeders & Bibi van den Berg (eds.), Governing Cy-
berspace: Behavior, Power, and Diplomacy 254 (Rowman & Littlefield 2020).

@ HNFESMH (WL E AN R E sy —ETOERFHM2080 8 FE) (BT
FERTFHLHFHRD2018FF 1, F 6T,
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AR 32 TR 54T MRS OB ICPE RS . E , R 2 B 500 sl 5
SR ) IR A A P AT SR A 2 B, 5 3] R[] A — ] o i 12 1 2 PR AR R A K
P AFTEAT € 1, 50 [ 53 3 2 i e B, 491 an % 24y o s i 2 ) R AR SR 25 T 9 8k
R P SRS o B R, AR ST S e e A A5 A BT IR AN RE g T
5 Z ARG, JF B A SRR LN s oM e S8 i e D . Rk, AR B 54T AR
A B ik 23 R T 8 A 3X 5 T BASU) 25, RO 5 1) St S, 2 T 1 395 el A e
TGRS IR IR H AR BE ST,

IR AR E AT MR B Z 38 kA P R A R) o3 ] o7 B R AR, O HLn] REAF
T K A IR 23 S M) 2 sl L R0 45 A M) 2 SR o 0, — BB RN A ] R o]
REAE T b SO PUB S S AL, i K2 5 [ PR ki F rhoef S RIS A 45 1 -
flir. MeAh, KRB T RYAE E 54T IR CAnRCER A 645 LI R0 44 FR -5 80
M1k FEALRS ) AR T 04 05 [ 5, Al B2l A v 7 I B (BN 45 7% 1, S 807
o 265 2 (1) 6] o R U P 2 v B9 A ) AN RS ) i o 8 A ke 22 ALl e A R P 56 )
WA FEE R 22 4 I AR A | e i I 26 2 ] 17 52 AT B 2347 0 AT 3 40 97 (the
Program of Action for Advancing Responsible State Behavior in Cyberspace, POA)
SE R IR B — R, 2R FE AT A AER 55 00T 192 507 20, DL R L
B AT R T SRR R

VAT, 190 255 72 T [ o M) ) ot ZEAR R B Bl 1 S B A 1 5 10
G kR, v LI ) SC B R 2R 850 TT BOYE RIS AN 28 35 1 2l , (45 %)
] o 025 8 e R P AT, 0 R T BRI I, 308 ek 2k LS A ] 3 44 Bl T o ik )
J o By AR RO R 2 A 3 1 RN T T2 5 S T DA ORI A T PR SR AN
[FAT R A (R AR E AT AR Z IR B3, 46 2 (8] [ BR ik R i o i b 530 A
JEAARA . ANad, 7E 15 € AR B AT A 9 25 25 (1] [ Fs 3t vk 1 AR AE 8 ) i, 5
O el R A IR PG AL

(Z) [l B i3 PR IR A Ak S A4 v B %

IR IR, 2 [ RO PRE AN AE T 2R A T U BRI 1 E 0T B A

(D  See Paul Schiff Berman, Non-State Law Making through the Lens of Global Legal Pluralism, in
Michael A. Helfand (ed.), Negotiating State and Non-State Law: The Challenge of Global and Local Legal
Pluralism 15-40 (Cambridge University Press 2015).

Q@ BARXBEREAN(WBETER)GFAEZBEHRS , AR EXEAES S, EREXH TR
EREEOER, NYAHANE, BXABMARARBL2EREY R NERE. S Latk . (ER
), AL A HRAL 2015 S 1, B39 T,

3 See Kubo Macak, From Cyber Norms to Cyber Rules: Re-engaging States as Law-makers, 30
Leiden Journal of International Law 877-899 (2017).
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S 4N, 5% TR S S0 RS A 1 - R IR A R ARSI S S AR . U
B R E B K JE B0y TR AN 5k b T AT AL O A S HRRE , 2382 T Y
P2 WA S 7l 5 T B Ok 1 OSSR MR I Se ko AEAN S A58
AT DABA VA B R ) 45 Ty I I B TR A, o [ R IR 1 B A R P
RIS 5 F LRI SR SO Y ©

HEAFBE I TGRS &, RIMEGE A1 28 S e i 1F =AY ¥ 18 SR AR IE AU
X AT A IE B AT o AR 2RSSR N FA BRI T HA Z RIEH? Efe st
XFTH AN AT BREGTEOL T, X RIS RE TR R X0 A A A AR AT 88 5 7 P HEAE5E
WA B R TR A I PRk i e 7 [ AR AL SR BT R R A 1
e AL R DT AT N AR AR g S R PRk A RS 7 X L8 [m] EUAR (A FRAT Tt — 2D
%

BIRE KT L AT AR PRk Be L2 )26 38 2856 1 3 L B A DK
Z A B B S LR A BT R A T O R R R R Bk R KR 7 T ORI
— 7 A KM TT Z 8] A E PRk BT R R R TE AT AR T S
FA AT BA TRl — ik AR A —— S P )™ (i 5t R ™), RIHCAL TS
R B AR — 7 Wb Ty R R R — L R RO . TR 1974 4R ORI
VR EAZ IR SR AR D, B BRI BN « TR VA SC55 A N IR AnAe , A5 BRI S 5%
(147 LR MU AT A B AR T 22— Sl S U o A5 AR AN o2 [ B S VR B A 1
R ) T VT 2 U ) 5 A A2 A Ok B Z RO A, DA, 78 1 AR AT G SEAE [
PRk LU R i, [ Pt AR i BT I AT O 1B 8 A 5 T2 RS 1Y
a5, O T HEA B Y S 15 Bk o 3 RIRE RS T B AR

AR A A SRR L A 04 7 WA 25 T BT YRR AT D, DU 0 A B o X 4 7 1]

@ 20194, Twiplomacy A £ 7 — kK EHREFE. tATARESF LwE T HEREERNSE A BR
FSh R E A XN F &, URBRHFEFIZ AT AL K FZHS I E LR, 52t
SN FRA R B B AR R AR A A E E B T A", See Internet and Social Media: A Focus on Di-
plomacy, https://www.diplomacy.edu/histories/internet-and-social-media-a-focus-on-diplomacy/,visited on 1
March 2023.

Q@ HAEXERALMFAAHIEE T AR T TARMBEELNXIMERE. A,
RE2023 455 A F A B A B R T A 4 R A A 0 K E A B A K B 1620 77 A0 1220 77 o

3  See Constance Duncombe, Twitter and Transformative Diplomacy: Social Media and Iran-US Rela-
tions, 93 International Affairs 545 (2017).

@ HNFERE(ERENMSEINIE), FMARK B 1994 4 3, % 117 7 ; Alexander Ora-
khelashvili, Akehurst”s Modern Introduction to International Law 32 (Routledge 2019).

(3 See Nuclear Tests (Australia v. France), Judgment, ICJ Reports 1974, para. 46.

©® % 0ZEE (EREAKL), & B o8 % 5 2015 F 1, % 320 .
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5 E At €5 A P R VR A T O MR AR B XX o VAt S A L R I SR
T 2 LA DU J7 T8 AR I, — M T DA E Ry BT R AT O (1) AT 9 AL R Gk
ZAT R AR B R SCE R () s AR E 2 LU T B T3 i Lc
SR G 5 (3) 75 W B N 2R A2 P 432 15 R R R (AN e 5 9 A T 1k LU AE 1K
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*. ¢

[FAE  FE A5 I PRy T, H 280 2 IR DTG N2 L B8 WA T i 55— R AR A
R RAEAL SR - (%) 75 B AT DAAE Ay 2T 16 I Bk [ 58 S BRI A 1 e . @ B8k
A [ 2 IR At S A B A CANAEHERE b 2 R n) SO, DR FR“HESC )RR
] 5 S B R 5 R (R TE B nY - B LB 227 (digests of State practice)
H LG E R 2 K-S R AR SO T S, Ve Ah i A G B | 45 1 S AR

BT RN A EAARG F FT 547 Bl T2k 1R E PRk e il . AE— RO T 2021 42

A 2 P25 Pl LA Jp ik (Arria-formula) 23 WX, 85 PG ARG IDEA [ R 1 R il
FAIE AR 2 - BT B Ay - R A 4R N (Pablo Arrocha Olabuenaga) 45 M , B Aff k2 243
157, TCERBR] IR ) 2 FHRBUN & AT A FF A e . filhn, fn
R— M EZ FER VOB R 780t AR Z MR A S AE NS A M 0L | A e s
W 5 4 S, T AT 27 AR SR B R LA SR R R A R R ©

IR BB FF W Ak A BEAAG AT DL R SR PRk TR SRk
AT R A 2T 1 B AR OGRS 5 BRI . eAh, 25 BB R 8 22 b AR iR 7R AR R X —
VB R FRRE AT A B TAE S 8 T BR34BT
VEF U T A DRI A B3R A e

{2 A S AR E S — A A FF 75 B Xt A — 2 19 s FRA: , i an , #5818
ARG 5 T S B3 BRI T A Sy fRT 2L, P BB TS 12 78 40 M TR V8 T 7 D %) AR A B
S5 AL ARG 7 1 AR I 2P n] BB T S W B R A P L 3 AT RE S AR
] 2 S R R AR A TR A0 %) W] A B 5 4k A ARG 7 I K BURAR T T 50R A NS

(D  See Erlend Serendahl, Unilateral Acts in the Age of Social Media, 5 Oslo Law Review 146 (2018).

2  See Erlend Serendahl, Unilateral Acts in the Age of Social Media, 5 Oslo Law Review 126-146 (2018).

(3 James A. Green, The Rise of Twiplomacy and the Making of Customary International Law on So-
cial Media, 21 Chinese Journal of International Law 1-53 (2022).

@ See,e.g., Carrielyn D. Guymon (ed.), Digest of United States Practice in International Law 2018, https:
//2017-2021.state.gov/wp-content/uploads/2019/10/2018-Digest-Final-Draft.pdf, visited on 1 March 2023.

(® See Naz K. Modirzadeh & Pablo Arrocha Olabuenaga, A Conversation between Pablo Arrocha
Olabuenaga and Naz Khatoon Modirzadeh on the Origins, Objectives, and Context of the 24 February 2021 Ar-
ria-formula Meeting Convened by Mexico, 8 Journal on the Use of Force and International Law 297 (2021).
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SR, B PR i TR Bk DN PR A n] SR a] B {E st X R U Y LS | S
P ACERMERA RS T Bk

ST BT I A, A FE AT 9 PR A B e A5 190 285 2 [ [ s 1 3 A
—E R b R R R B 2SS [ PRk IR R W e A S A R . — 7,
EERAT RS 5 E PRk, 46 23 8] B R p il 2 Aot 7 Bk ot
R, {IEL ] et 1 e 2 2P AL, AR 1 1 it v S AR I s vk i SRR, S [ A T 0
AR I, B = [ DT B W RE R . 55— 7 T, [l B i DR IR AR A ST A ) 24k O
B U [ PRk DR IR A R 251, (H 0 2 B SRR O U 2R T B AL i
™ A AT B A a] WA 2 T STt (EE RS | Se R AR B R
I E -

= | ElFREEREX RSN g B R

] P 32 O AR A1 o i BT 9 R 1Y ( 2 202 ) 1 52 ] IVE AR A S 55 B 5K
MR R o EPREASC R I B BA ML 20 o 2 B RS2 [E Prik -
AIRCH TN L 55 Y BE S A B A—— R BRI, DL R e — 5 26 F T FIE—E T I A
A FE SR BOA SR, i E R A B PR S, [ B ik SRR 2 4 e e
(F 2R ) [ G AR 55 AR B9AT b U o el B S (AL U g i e v i O 2R 1Y
HEA S, BRE T EIPREESC R BITE R AN HIRLTT

(—) JEE AT A B 0 4517 3l 0 [ 5% 1) ok 2R Y v

LR 8 K, AR AR E AT AR (RN CRE S SR AR AT a2k i T

@ 4, E202047 F,130 4 Jn 4 345 R P K S B ENR, REECRIKS R W 0938 SOFE H B K
FRAAZF. BRAKSZHIKTHAARTRAT A A EE PR RN P AEHE BT B L Ffr- 5
&, See Panagiotis Kyriakou, Cryptocurrency Theft, Scam and Other Misadventures: What Prospects for Inter-
national Governance ?,EJIL:Talk!, 24 July 2020, www.ejiltalk.org/cryptocurrency-theft-scam-and-other-misad-
ventures-what-prospects-for-international-governance, visited on 1 March 2023.

2  See James A. Green, The Rise of Twiplomacy and the Making of Customary International Law on
Social Media, 21 Chinese Journal of International Law 36 (2022).

® BZRNELEH (PerFRBFRCEEEE)), ¥ E AR B MAE 1997 411, % 208 7 .
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FCR AT Bl 115K 28 R 28 Bri A ot EXELUENE . I —TJ7 1T, 2890 B A8 P FEARFAIE |
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[l AT R MR S it 8 A D A AT RE A A U ) BBt Y St A B B R A I
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R IRALGL E PRIk, EAL AT O SR ACE T T E K A8, AR R
11 PR BT D9 AN R K BRI AR, AN B3 sl FH T, B Al i 2647y ]
HF %, RVBEIEWIAE 547 R B R 2836 shi 32 1T R KBRS, s 32 2 [ K

B, LECETERC BN TE DL T, EZOARIAIHEZ NG SN AT 0 ©
Blan, — 508w LR J7 3l B 5K (Bl ) B G RE M 268 47 30, i e R 4 200k
— [ (B2 v ) St A Gk U3 At 1l 1) I 265 45 8, 8 AN nioxos Tl el i 32 gk [
EAAERAL . ME R AR [ 54T A R R 2647 3l AT RE 2 [ 28 b 32 S A
e, RO TGS EA TR Al i AT, i 2 1 TR 58 [ K i 1 A T R n] 03 1 [
%, 2 FEHRME LLTE o [ Bk A oA S BURORRE , 2 B A T — T i, H A
P i HE DT A ) A BRI N R84 T8l 5 93— 5 1, X R A 284733 T
I 2 LB 58 B R EAT A, QLT I — ZR AN B BOA AL R 3L T
T, He— AEHOR TR T, 0 2% o 3 FLA e R P e BBk R I 1, 0 T AR
TR AU St 2 Byt RE . H AR ER 2 T, A TF A PR 2 B 1 X [
FI B 9 1 28 BE 3 CAN2 ARG DN 7 0\ BEBOMIBAEIBE 11 ), G [ S [ (B A 22 T
b M E RS R ZBE W R T R — E R EGA E 8 T AR, h
VR OS5 R — B 0 T 4 HON 0 B 28405 sl it A7 VA DR ARl B B A {3 2., 00 B

@  See Eric Jensen, Computer Attacks on Critical National Infrastructure: A Use of Force Invoking the
Right of Self-Defense, 38 Stanford Journal of International Law 207, 232-234 (2002).

Q@ BH(ERMEFRFTETHNNTELREZ)E8L . 114,

@ HR[EIEAAR - E R EH (FEATHE R EBEART M 2.0, FEEEEF, 128 F0H
H AL 2017 4 B, % 62-63 T o

@ ZREKEA(RFERTHRZHNESFOEREETERA—HTHERN A7),
(& F1F4)2019 £ 8 5 1, % 160-163 T .
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) 5 AN AR i U3 ] T 190 4 2 T L S 7 19 46 2 [ o A ) ) R
P L AR AR EAR S5 AR R AP e Ah A E AR IR T — [ 35
P8 9 2 Ak B A B AR G I 4 i I 9 051 52 0 el 17 25 i 0 265 9 LR T R A
) 55 RN i B 4 SRR, 97O SEAE R 4% R ORIE ST RIS L IR E T A
()47 by 1A T 00 285 225 [i) v B AR SC 55, DAL I AT e BORE HE S5 O — T b 78 Bk 258
. @

AT T B i AU 20 BT A B84 ) B 0 MRl AR 1 AT D AR 1 I 46 15 58 (43
AN PR ARG B NGB DL E B ) ARSI , AR 587 o A i I 25 385 g st
WORA AT G A A FR A B, ANAURE T H bR E B e AR g T
FLIFT R ME RS B 7 A iR A B 2 B 3, R I [ K Z [R5 e AN il BRI BT L vh 2 A
XFHL o BIAE IR ELRE OC T A L B R 52 R e 2 S5 AR DGR 3 1] T SR R K
1R M 2547 8l WAFTETE Z A E VERZ BT G o SR, JE E A7 1A K
25 T B AN RS BRAE U DRI LA B RO B o0 2 v 3 S IR R iy, R
oK [ Pk AT BE AN Ao A B 22 4 O A1 I 2847 O (AT [l B 3 v ) st 7 O] S 55 5 3¢

(D See UN Doc. A/76/136, 13 July 2021.

Q@ HREXRE LW EEFEEFE EWPEE), GReE#EIFR)2014 5 8 58 kBB (N
(ERFHM20BOFRNE R EFEXRETENES LR (Y REFI2019FF 1 H; KE b
B AT N R 2 W 45 34k o [ IR ok A T ) B —— 35 T 1R U o A7), O 3R 002019 £ 8 5 85 K
(MG EHERN IR EETHEREPE L RA—ETHAELSE LG XIHNEE) (=
B2 A #2021 £ 4 6 .

@ ZRAZZ (NCERFM20BOFRNLEAEFERTHETENES S RE) (SR EF)
20194 % 1 #, 8727,

@ i, EXERFAEEINEY FEBRREARBRRA TN ERH HELTATHE
TERWERERE, 27 200 TIAK B ERKEHHE A E R — R R R
BREHRH . EEAARHARAXACE, A TRESBAKBEHRK, ETHATERNERARKL
Ho EHMEZDRENRER N FEMEEN AR ERA THR, TELETTH S
FHAEERLE" ZREFE (BRZ2NATHRNEZL2—NKFFEGAZLIN), (EFR
BEAFFR)2018FF 18, %152 7,

(® See Michael N. Schmitt & Sean Watts, Beyond State-Centrism: International Law and Non-state
Actors in Cyberspace, 21 Journal of Conflict & Security Law 595-611 (2016).
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i, 5 W28 23 18] EAUAY IS, BRI ATV, WS iR PE R 2% 25 ]
AR T ISR, RAF AR R, SR BRI R R A AERIRE, 2017 4F LA
K, FEPR B T —3A SR 2 23 18] EAUS I S5 TR IBRE , X T EAURIAE R 2% 23
[AIB3E I E 2R AR RN . RARTN S X —RHERY BT RIS E 18 AT AN
T 285 2 o] AU A 71 (HENR E AR Bl — I ] IR K R4 5o A B
IEETHER PRI 55, D™ e A5 B SO A SR — k. AR BRERY
“IETT RN e ) F gk, AR FE R RIS E RS ], 2 BA 2 B [ i

© HFHAN,KKEFRFHEEAN N EITEAERERNRE, UNEBERAE T, UL E
KA Ky 0 & A8 5 B Fr Ak & 35 B B2 At B 26 3k o o oy 50 (£ 3 [ 130 L, 3 dm st AN A S RS2 3 I/ R AT A
BRA X 5F7ENEE”, TUSEFERRENEFRTE AL LRI, 5 LABRR (A
AMFM2OB)ENEREFEXRETHGRE S LE) (LREF)2019FF 18, ¥ 787, K
BH¥FRNEENEERTNKERES W EAT0 A8 X 8 B FR 35 # £ % £ . See Nicholas Tsa-
gourias, Non-Stators, Ungoverned Spaces and International Responsibility for Cyber Acts, 21 Journal of Con-
flict & Security Law 467-472 (2016).

Q@ FEMEFEEZHERFEEANEEFEMAR, I ERE QLR RN R B EA
Mega X, kPR ENLER, T, FEEANAFMBEERRNANBE T X EOEREMRE, —# 28
BRI BE R R R R VE BT A, 7 LT AL E H B % 2 — AL AL # 19, See Duncan B. Hollis, The Exis-
tential Function of Interpretation in International Law, in Andrea Bianchi, et al. (eds.), Interpretation in Inter-
national Law 78-110 (Oxford University Press 2015).

(3  See Jeremy Wright, Cyber and International Law in the 21st Century, 23 May 2018, https:/www.
gov.uk/government/speeches/cyber-and-international-law-in-the-2 1st-century, visited on 1 March 2023; UN
Doc. A/76/136, 13 July 2021.

@ See Paul C. Ney, DOD General Counsel Remarks at U.S. Cyber Command Legal Conference, 2
March 2020, https://www.defense.gov/News/Speeches/Speech/Article/2099378/dod-general-counsel-remarks-
at-us-cyber-command-legal-conference/, visited on 1 March 2023.

(B See Gary P. Corn & Robert Taylor, Sovereignty in the Age of Cyber, 111 American Journal of Inter-
national Law 207, 208 (2017).
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(D  See Austria, Pre-Draft Report of the OEWG - ICT: Comments by Austria, 31 March 2020, https://
front.un-arm.org/wp-content/uploads/2020/04/comments-by-austria.pdf, visited on 1 March 2023.

2 See UN Doc. A/76/136, 13 July 2021, p.18.

(® See Government of Canada, International Law Applicable in Cyberspace, https://www.internation-
al.gc.ca/world-monde/issues_development-enjeux developpement/peace security-paix_securite/cyberspace
aw-cyberespace_droit.aspx?lang=eng, visited on 1 March 2023.

@ See Czech Republic, Statement by Mr. Richard Kadl¢ak, Special Envoy for Cyberspace, 2nd Sub-
stantive Session of the Open-ended Working Group on Developments in the Field of Information and Tele-
communications in the Context of International Security, 11 February 2020, https://www.nukib.cz/download/
publications _en/CZ%20Statement%20-%200EWG%20-%20International%20Law%2011.02.2020.pdf, visit-
ed on 1 March 2023.

(& See UN Doc. A/76/136, 13 July 2021, p. 25.

© See Iran, Declaration of General Staff of the Armed Forces of the Islamic Republic of Iran Regard-
ing International Law Applicable to the Cyberspace, July 2020, https://nournews.ir/En/News/53144/Gener-
al-Staff-of-Iranian-Armed-Forces-Warns-of-Tough-Reaction-to-Any-Cyber-Threat, visited on 1 March 2023.

(D See Finland, International Law and Cyberspace: Finland’ s National Positions, 15 October 2020,
https://um.fi/documents/35732/0/KyberkannatPDF _EN.pdf/12bbbbde-623b-9{86-b254-07d5af3c6d85?t=1603
097522727, visited on 1 March 2023.

See Germany, On the Application of International Law in Cyberspace: Position Paper, March 2021,
p-3, https://www.auswaertiges-amt.de/blob/2446304/2ae17233b62966a4b7f16d50ca3c6802/on-the-application
-of-international-law-in-cyberspace-data.pdf, visited on 1 March 2023.

©@  See Michael N. Schmitt, “Virtual” Disenfranchisement: Cyber Election Meddling in the Grey
Zones of International Law, 19 Chicago Journal of International Law 30-40 (2018); [ 3£ ] 7 /K - i % 45 £
%« (P28 AT 3 B B ok AR F At 2.0 0D, 3 & 2635 AL 0 BL 52 Uk H MOHE 2017 0, % 62-63 T .

1 See Michael N. Schmitt & Liis Vihul, Respect for Sovereignty in Cyberspace, 95 Texas Law Re-
view 1639-1671 (2017) ; Harriet Moynihan, The Application of International Law to State Cyberattacks: Sov-
ereignty and Non-Intervention, Chatham House, 2 December 2019, para.60, https://www.chathamhouse.org/
2019/12/application-international-law-state-cyberattacks, visited on 1 March 2023.
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@O (% F xFW%EMHE L), https://meetings.unoda.org/section/oewg-ict-2021 documents_
14473 documents 16363/,2022 4 12 A 1 B i 7,

@  See Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. US), Judgment,
ICJ Reports 1986, para.205.

(3  See Attorney General Suella Braverman, International Law in Future Frontiers, 19 May 2022, https:
/Iwww.gov.uk/government/speeches/international-law-in-future-frontiers,visited on 1 March 2023.

@  See Ido Kilovaty, Doxfare: Politically Motivated Leaks and the Future of the Norm on Non-Inter-
vention in the Era of Weaponized Information, 9 Harvard National Security Journal 146-179 (2018).

(®  See Thibault Moulin, Reviving the Principle of Non-Intervention in Cyberspace: The Path Forward,
25 Journal of Conflict & Security Law 423-447 (2020).
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© BR[EIZTARHER R (WETHEREEAFM20R), #FSHEE R, H L F R
HHRCH 2017 48 JRL, % 426 T o

@ See ICRC, International Humanitarian Law and Cyber Operations During Armed Conflict, 28 No-
vember 2019, https://www.icrc.org/en/document/international-humanitarian-law-and-cyber-operations-dur-
ing-arm-ed-contflicts, visited on 1 March 2023.

(3 See Michael N Schmitt, Cybersecurity and International Law, in Robin Geip & Nils Melzer (eds.),
The Oxford Handbook of the International Law of Global Security 667 (Oxford University Press 2021); Zhix-
iong Huang &Yaohui Ying, The Application of the Principle of Distinction in the Cyber Context: A Chinese
Perspective, 102 International Review of the Red Cross 363-365 (2020); Kubo Macak, Military Objectives
2.0: the Case for Interpreting Computer Data as Objects under International Humanitarian Law, 48 Israel
Law Review 55-80 (2015) .
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FLEPR 55 S0 B, ke p 3 ] 22 ) PRSI it ] ok 1 7 A 18 4 it , % 8 O ]
' I I BRIE AT O R B B i A T8 B WA A S ik AR A — R
GBI o 38 AT ] o 2L A 2 ) o 32 118 STt , A ol i o ) 5% i ) o 92 1) — o i 2
TS, SR R St ) — R B AL, 5 SR AR R A B o ik S it 1
ML, @

s -, B PR E it A 3E Ty R A AR AR R R AR 2 AL A L
SEFNSEE . SR, X LE ML AT REIFAS SR AT BB DABH 1k 350 % i3 B2 B bRk AT
R R AE P 2523 (B A 50T AP R G VRV T I — ZR 50 Pk, DA BR
SO AL TFRE o AN ik, B AR AT LA [ B ik i S 2 A ) T B A 46, I
WNCE T A R ) BT ARG, “ Pt o] AT UEHE 403 -+ -+~ LA S F - ) 32 s v AR B R 40
s FEHoR”  PIUHGE N TR R i .

(D  See Matthijs M. Maas, International Law Does Not Compute: Artificial Intelligence and the Devel-
opment, Displacement or Destruction of the Global Legal Order, 20 Melbourne Journal of International Law
10-15 (2019).

Q@ BXFEH:(ERALE HFEEHENF LR, WX AFHRAE 20134, %17,

@ HZuxFE%:(ERALE EREZEIH N ER), b K% BB 2013 558, % 1-13 7.

@ WMBEEHHGE NTFHATEEERRETH S K, XETERFAARNL T EAHE MK,
A RE RS ANE R, X E XK E R R R E KT R KA AR, AT 5 R E
REWEZPR, B, oM ESTE, Eh T ENERGEERANERE, S N[E]E TR HE
e 3 G (P 24T 30 B PR iR 35 AR F 4T 2.0 M), 3 A A 2035, A & B 22 ST B IRAE 2017 4R 1R, % 94-95 T

(® See White Paper 16: Digital Challenges for International Law, p. 86, https://www.ilaparis2023.org/
wp-content/uploads/2022/08/Numerique-VHD-EN.pdf, visited on 10 October 2022.
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AMIESE B9 AN AL, S H: R 45 2R 1 ST AT A E B2 B SRR BOR B MRl (55 . i,
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PHFNSE YN B8 23 R FBUR , 35 8% T8k o S SR FHE GROAIAE
EERFH 22 BUFAE— A Z WA 32 T A A W], —E0ff NotPetya I94% TRA B
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@ See Jennifer Wagman & Teodor Nicula-Golovei, The Evolution of Safeguards Technology, IAEA,
https://www.iaea.org/bulletin/the-evolution-of-safeguards-technology, visited on 1 March 2023.

@  See Jennifer Wagman & Teodor Nicula-Golovei, The Evolution of Safeguards Technology, IAEA,
https://www.iaea.org/bulletin/the-evolution-of-safeguards-technology, visited on 1 March 2023.

(3 See Ariel E. Levite, et al., Managing U.S.-China Tensions Over Public Cyber Attribution, https://
carnegieendowment.org/2022/03/28/managing-u.s.-china-tensions-over-public-cyber-attribution-pub-86693,
visited on 1 March 2023.
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@D See John S. Davis II, et al., Stateless Attribution: Toward International Accountability in Cyber-
space, https://www.rand.org/pubs/research_reports/RR2081.html, visited on 1 March 2023.

@ See Wolfgang Alschner, Chapter 13: The Computational Analysis of International Law, in Rossana
Deplano & Nicholas Tsagourias (eds.), Research Methods in International Law: A Handbook 203-204 (Ed-
ward Elgar Publishing Limited 2021).

(3 See ICRC, Digitalizing the Red Cross, Red Crescent and Red Crystal Emblems: Benefits, Risks, and
Possible Solutions, https://www.icrc.org/en/document/icrc-digital-emblems-report, visited on 1 March 2023.
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(D  See Fiona Terry & Fabien Dany, Harnessing the Power of Artificial Intelligence to Uncover Pat-
terns of Violence, https://blogs.icrc.org/law-and-policy/2023/05/25/artificial-intelligence-patterns-violence/?
_hsmi=260688067& hsenc=p2ANqtz- 4c2b2WhbtphgCP_8rAOZAhv184YBZ9Lc-uflbLzE4txdhsJgekxPg8
W4967rVRmgxIFOp1 XQMRUAO 0O2iPdBgPgOuiA, visited on 26 May 2023.

@  See White Paper 16: Digital Challenges for International Law, pp. 96-98, https://www.ilaparis2023.
org/wp-content/uploads/2022/08/Numerique-VHD-EN.pdf, visited on 10 October 2022.

@ fHlm,FRTHELME T (REUTEE) MG, EFANER, CNTHESELTATEE
Wiz g LI NI L 4, 31T E 8 = £ (computational propaganda ) i 3 38 3T /A FF 38 F A AL 98 L3N
WeEEM, B LM E R R R ey T BEET L ZA T BT LA 2RAE S See
Matthijs M. Maas, International Law Does Not Compute: Artificial Intelligence and the Development, Dis-
placement or Destruction of the Global Legal Order, 20 Melbourne Journal of International Law 28 (2019).
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The “Digital Transformation” of International Law:
Comments on the White Paper on Digital Challenges for
International Law

Abstract: Stepping into the digital age, a large number of new digital
fields and issues have brought new challenges to international law. The French
branch of the International Law Association has released a white paper entitled
“Digital Challenges for International Law”’, proposing three major challenges of
blurring lines between public and private actors, the politics of debates on interna-
tional law in cyberspace and the digital divide, as well as some questions worthy
of further debate and research, providing a useful reference for thinking about the

trend of international law in the digital age. In essence, in order to adapt to the

(@D  See Ashley Deeks, High-Tech International Law, 88 George Washington Law Review 684 (2020).

Q@ MEMLHKBNEZ o X BB PR RIERHEATT R, AL W THWERSA AN EE .+
EE s A E HE EE A FE Ak S RERFNE A (R E TR A RS 2022)
Fo (R T B E R L 2022) 1 & & A7), http://www.cac.gov.cn/2022-11/09/c_1669622017232374.
htm,2023 44 /1 18 H i 7],

(3  Brian Tamanaha, On the Rule of Law: History, Politics, Theory 136 (Cambridge University Press
2004).
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development of digital technology as well as the rise of the function and status
of non-state actors, modern international law is faced with the need of all-round
transformation and upgrading in terms of international lawmaking and sources of
international law, international legal relations, substantive rules, implementation
and compliance, which are mainly manifested as: to some extent, international law-
making of cyberspace presents the trend of “the state retreats and the people ad-
vance”, the source of international law are gradually emerging in social media;
the cyber operations of non-state actors are impacting the legal relations between
states, the substantive rules of international law are facing the connotation reshap-
ing, transformation and upgrading; and digital technology provides new tools and
schemes for the implementation of international law. Overall, the transformation
and upgrading of international law in the digital age entail both opportunities and
challenges, which need to be treated with caution.

Key words: international law; digital age; non-state actors; international

law-making; sources of international law; implementation of international law
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