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On the Codification of the United Nations Convention
against Cybercrimes

Abstract: The United Nations is studying the formulation of a convention
against cybercrimes, which is of great significance to the latest practice of the
United Nations in developing and codifying international criminal law. In order to
better carry out global network governance and maintain the international network
security order, it is necessary for the United Nations to widely absorb the success-
ful experience and practices of various countries in preventing and combating cy-
bercrimes in the process of formulating the convention. Furthermore, it is suggest-
ed to legalize and standardize the substantive laws, procedural laws and special
enforcement rules, and to clarify the basic norms and core elements of the con-
vention. In response to the new trend of cybercrimes, the Convention shall stipu-
late new categories of cybercrimes and consequential legal responsibilities, high-
light the pertinence of procedural rules and strengthen the construction of a proce-
dural system for punishing cybercrimes, innovate international judicial cooperation
models to enhance the effectiveness of combating cybercrimes, promote the conver-
gence of the network supervision system and consolidate the foundation of the cy-
berspace rule of law, coordinate the internal and external relations of the integra-
tion of combat and prevention, and improve the international network criminal
rule of law in the field of cyberspace.

Key words: combating cybercrimes; network governance;network security
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