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(D See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 2-3 (Cambridge University Press 2017).
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(D Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to Cy-
ber Operations 15 (Cambridge University Press 2017).
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@ 5 NEER (TR AAG B 5 13 BT 7 ), R DOK 3 WA 2005 48 3, % 118-119 T,

@ See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 211-212 (Cambridge University Press 2017).

@ See Won-Mog Choi, Diplomatic and Consular Law in the Internet Age, 10 Singa-
pore Yearbook of International Law 121 (20006).

@ See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 211-212 (Cambridge University Press 2017).
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(D See Grant McClanahan, Diplomatic Immunity: Principles, Practices, Problems 162
(Hurst and Company 1989).

2 See Yearbook of the International Law Commission I 49 (1957).
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3 See Katharina Ziolkowski, Peacetime Regime for State Activities in Cyberspace:
International Law, International Relations and Diplomacy 415 (NATO CCD COE Publica-
tion 2013).
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@ UN Doc.A/Conf. 20/C.1/L.149; A/Conf. 20/14., 149.

(3 Yearbook of the International Law Commission II 96 (1958); UN Doc.A/Conf. 20/
14, 148-150.

@) Yearbook of the International Law Commission II 137 (1957).
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(D See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 221 (Cambridge University Press 2017).

@ Yearbook of the International Law Commission I 135-136 (1958).
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(3 See Eileen Denza, Diplomatic Law: Commentary on the Vienna Convention on Dip-
lomatic Relations 225 (Oxford University Press 2008).
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Cyber Operations 60 (Cambridge University Press 2017).
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@ See Michael Hardy, Modern Diplomatic Law 87 (Manchester University Press 1968).

3  See Michael Hardy, Modern Diplomatic Law 87-88 (Manchester University Press 1968).

@ See Robert Jennings & Arthur Watts, Oppenheim’s International Law, I-Peace 1115
(Longman 1992).
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(D See Gore-Booth & Desmond Pakenham, Satow’s Guide to Diplomatic Practice
153 (Longman 1979).

2 See FEileen Denza, Diplomatic Law: Commentary on the Vienna Convention on
Diplomatic Relations 455 (Oxford University Press 2008).

3 See Eric Talbot Jensen, The Tallinn Manual 2.0: Highlights and Insights, 48
Georgetown Journal of International Law 764 (2018).

(4 See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 210-211 (Cambridge University Press 2017).
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(D See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 3 (Cambridge University Press 2017).

@ See Michael Schmitt, Tallinn Manual on the International Law Applicable to Cy-
ber Warfare (Cambridge University Press 2013).

® ZRELE (CEARFM2000 ¥ HERET) (TEEELE)2018FF3H, %
85T .

@ See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 210-211 (Cambridge University Press 2017).
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(D See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 230 (Cambridge University Press 2017).

@2 See Michael Schmitt, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations 3 (Cambridge University Press 2017).
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(D See Ludwik Dembinski, The Modern Law of Diplomacy: External Missions of
States and International Organizations 14-15 (Martinus Nijhoff Publishers 1988).
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An Analysis in the Tallinn Manual 2.0 Chapter 7

Diplomatic and Consular Law

Abstract: The Diplomatic and Consular Law (Chapter 7) of Tallinn Manu-
al 2.0 on the International Law Applicable to Cyber Operations, is the latest
achievement in exploring how diplomatic and consular law applicable to acts
of the states in cyberspace. As an important attempt to unofficial codification
of international law, chapter 7 is based on existing norms of diplomatic and
consular law, especially The Vienna Convention on Diplomatic Relations and
The Vienna Convention on Consular Relations. This article mainly includes
three parts: (l)the inviolability of premises in which cyber infrastructure is lo-
cated; (2)the inviolability of electronic archives, documents and correspondence;
(3) the diplomatic privileges and immunities of diplomatic representatives and
consular officers. Limited by law by analogy method applied in The Manual
and its attitude towards the /ex lata and lex ferenda, Chapter 7 still has some
deficiencies, which will limit the application and influence of Tallinn Manual
2.0 to a certain extent. Thus, countries are required to clarify, define and devel-
op relevant rules in practice. Despite the complication of the codification of
rules in new areas, it is necessary to further regulate more common problems
instead of being too limited.

Key words: Tallinn Manual 2.0; diplomatic law; consular law; cyber law;

governance of cyberspace
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